OC300 V1 — 1.14.7 cbopka 20221206

Cnuncok coBMeCcTUMbIX yCTpOﬁCTB
Touku pgocryna

EAP690E HD, EAP670, EAP660 HD, EAP650, EAP650-Outdoor, EAP620 HD, EAP615-Wall, EAP610,
EAP610-Outdoor, EAP265 HD, EAP230-Wall, EAP235-Wall, EAP225-Outdoor, EAP115-Wall, EAP245
V3, EAP225 V3, EAP225-Wall V2 v Bbiwe, EAP115 V4, EAP110 V4, EAP110-Outdoor V3 u Bbiwe

KommyTtaTtophbl

TL-SX3016F, TL-SX3008F, TL-SG3452XP, TL-SG3452X, TL-SG3452P, TL-SG3452, TL-SG3428XMP,
TL-SG3428MP, TL-SG3428XF, TL-SG3428X, TL-SG3428, TL-SG3210XHP-M2, TL-SX3206HPP,
TL-SG2428P, TL-SG2218, TL-SG2008P, TL-SG2210MP, TL-SG3210 V3, TL-SG2210P V3.2, TL-SG2008
V3, TL-SL2428P V4 n Bbiwe

Lnro3bl

ER8411, ER7206 (TL-ER7206), ER605 (TL-R605) V1 n V2

YnyuweHnsa u (nnn) HoBble PYyHKUUN

1. [obaBneHa naHenb ynpaBAeHVUs AAS  MeHejXepa XOT-CMOTOB M ajanTMpoBaHO
pacnosioxeHve 31eMeHTOB MHTepdelica.

2. B pazgen Hacmpoliku - KoHmposanep - Hacmpoliku docmyna pobasneH napametp «Wwms
y3na/IP-agpec ana ynpaBaeHua yCcTponcTBaMm». Ecam BKAKOUEH 3TOT mapameTp, KOHTpoanep
Omada 6yaeT coobuwatb cBon IP-agpec nam AOMEHHOE MMA MOAKNHOYEHHbBIM YCTPOMCTBaM
Omada, n ycTpoicTBa 6yAyT NblTaTbCs YCTAHOBUTL CBA3b C KOHTPOJ/IEPOM MNo 3ToMy IP-aapecy
WAV JOMEHHOMY VIMEHM.

Bbl MOXeTe MoAKAHUUTL YCTpOMCTBa U KoHTposnep Omada K OAHOW CeTW, BbIMOJHUTb
aflanTauMio YCTPOMCTB Ha KOHTPOJJEepe, 3aTeM BK/AOUMTb 3TOT MapaMeTp W MepeHecTu
YyCTPOMCTBA Ha APYryl0 JOKaLuMio, TMOC/ie Yero npu  BKIKOYEHUW 3T YCTPOWCTBA
aBTOMaTMUEeCKN YCTaHOBAT CBA3b C KOHTposaepoM. [ns paboTbl 3TON OYHKLUUM HYXHO
06HOBUTb NPOLLMBKY (BbINAET MO3XKeE).

3. B pazgen Hacmpotiku - Cepsucel - Jkcnopm OaHHbix fobHaBieHa BO3MOXHOCTb OTMPaBKM
CMWCKOB YCTPOMCTB MO MouTe.

4. B pazgen Hacmpoiku -> O6cnyxusaHue pobaBneHa BO3MOXHOCTb MPOBEPKU Haanums



5.

OB6HOBNEHUI.

[obaBneHa nogaepxka cneayrolmin GyHKLMIA Touek gocTyna (ana paboTtbl Bcex QyHKLMK,
KpOMe nocnegHen, Hy>KHO OOHOBUTbL NPOLUMBKY, KOTOpPas BbIMAET NO3Xe):

e mDNS: npasuna mDNS ana Touek poctyna wm BbibpaTb cepBucbl Bonjour pns
nepecbiIKM MOXHO co3aaTb B pasgene Hacmpouku - Cepsucel > mDNS; co3patb
HOBble TUMbl cepBuca Bonjour MoxHo B pasgene Hacmpoliku - [Npogunu - Cepsuc
Bonjour. MNpasuna mDNS ana Toyek fOCTyna 1 WAKO30B B3aMOUCKAKOYAKOT ApYr Apyra.

e Kagpbl PMF, obecneuuBatowime 3aliuTy AN KaApOB JENCTBMA MHOroajpecHom
nepegayn AaHHbIX.

e YnpaBneHMe MHOroagpecHoW W  LIMPOKOBELLATENIbHOW  nepejaden  AaHHbIX:
npeobpa3oBaHMe  MHOroaApecHonm  nepejayv  JaHHbIX B OAHOAAPECHYHO,
npeobpasosaHne ARP B oOaHOajpecHyro nepejady AaHHblX, GuabTpauma
MHOroaZipecHoOM nepesaun JaHHbIX.

o [loasepxka wndposaHnem WPA-Enterprise MHOXeCTBa cepBepoOB ayTeHTUbMKaLnm
RADIUS.

e [pynnoBas HacTporika noptos Ethernet.

B cnuncok yctpoincts gobaeneH ctonbel, «bbii B cetu».

Ans ynydweHns paboTbl 6a3bl AaHHbIX yAaneHa GYHKUWSA YAaneHUs XYPHasOB U M3MEHEH
NOPAJOK XPaHEHWUA XYPHaNOB: >XypHaibl, KOTOpbIM MeHble 30 AHeRn, xpaHATca B Tabaumue
TEKYLLNX XYPHANO0B; XypHasbl, KOTOPbIM bonblie 30 AHEN, XpaHATCA B UCTOPWUK; >XYpPHabl,
KOTOpble XPaHATCA AOJblUue BPEMEHM, YKa3aHHOro B MapameTpe «XpaHeHWe UCTOPUYECKMUX
[aHHbIX», aBTOMaTUUYECKWN YAanaroTCs.

NcnpaBneHHble olwnbKun

cnpaeneHbl owmnbky B nepesose.

NcnpaBneHa owwnbka, n3-3a KOTOPOW TOYKM AOCTyna Obliv MO-MPEeXHEeMY WCKAHOYEeHbl U3
ymHou ontumnsaumm WLAN, ecim paHee oHu 6biam 3agenctBoBaHbl B Mesh-ceTw.

NcnpaBneHa owunbka, M3-3a KOTOPOW He npoluejline ayTeHTMdMKaumo KAUeHTbl MOTMIu
no-npexHemy wumeTb goctyn k Facebook npw nogkntouenmn k gpyrum Wi-Fi cetam ¢

BK/IFOYEHHbIM MapameTpoM «AyTeHTUdUKaums depes noptan», korga Facebook Wi-Fi 6bin
CO3/1aH, HO OTKJ/IFOYEH.

NMpumeuaHuna

JTa Bepcus KOHTpOAepa aganTMpoBaHa nog npuaoxeHne Omada Bepcun 4.4 nau BbiLLe.



KoHTponnep Omada coBMeCcTUM Wb OMpeaenéHHbIMU  YCTPOMCTBAMK, Ha KOTOPbIX
yCTaHOBJIEHa COOTBETCTBYHOLLAA BepcuA MNpOLMBKM. YbeamTecb, 4UTO Balle YCTPOMCTBO
COBMECTUMO C KOHTPOJIIEPOM.

Mocne ycTaHOBKM 3TOM Bepcun KoHTpoanepa Omada BepHyTbcs K Bepcun 3.2.17 nam 6onee
paHHen Bepcumn ByaeT HEBO3MOXHO.



